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1.0 Why use Vodia?

Using CyberData devices on the Microsoft Teams platform requires an intermediary device to
communicate between Microsoft Teams and the CyberData hardware. This is due to limitations
on what hardware can operate in the Microsoft Teams environment. As such, services like VVodia
are required to facilitate that operation. There are a variety of options to connect endpoints to
Microsoft Teams, however they can be costly. Vodia is a great economical choice for using any
CyberData equipment with Microsoft Teams.

Vodia is a cloud hosted or on-premise VoIP service that can integrate with Microsoft Teams
utilizing the Direct Routing feature. This allows for extension numbers to be dialed directly from
Microsoft Teams that correlate with CyberData endpoints like intercoms, paging adapters or
speakers. This functionality works in both directions, allowing not only calls to be made from
Microsoft Teams to CyberData Devices, but CyberData hardware to Microsoft Teams. This
facilitates simple integration of any CyberData product into a Microsoft Teams environment.

With a low monthly fee, Vodia is the ideal choice for integrating any hardware with Microsoft
Teams. Vodia has a scaling price model based on the number of extensions used that allows
larger users to get a more economical price. However, Vodia starts as low as $6.30 a month for
five lines which makes it the best choice as compared to other hardware-based SBC options.
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1.1 Implementation Diagram

Figure 1-1. Implementation Example
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2.0 Connecting Vodia to Microsoft Teams

Figure 2-1. Process map of VVodia Integration with Microsoft Teams

Switch to using
Microsoft Teams for
phone system.

Count how many
CyberData devices
do not work with
Microsoft Teams
directly.

Reach out to Vodia
or Vodia reseller for
options.

Create general trunk
for calls using
different SIP trunk.

Create Microsoft
Teams trunk in
Vodia Domain.

Begin process of
prepping network
and Microsoft
Teams for use with
Vodia.

Create Vodia domain

Create Microsoft
Teams extensions in
Vodia Domain.

Create users in new

Create FQDN
Domain in Vodia
PBX.

Use Powershell to

Create PSTN

Gat that
in Office 365. domain in Office connect to Office atewaytha .
365 365 Account connects to Vodia
' ' PBX.
Complete! Register CyberData ) .
Devices to Vodia CO:;LgtL:':e '\:/c?rlce Enable Direct
Make test calls to PBX using ) & Routing for each
ensure proper extensions created Outgoing calls to user
prop : Vodia PBX. :
setup. earlier.
CyberData Corporation

3 Justin Court, Monterey, CA 93940
www.cyberdata.net

P 831.373.2601 | F 831.373.4193



../../../../mshepherd/AppData/Local/Microsoft/mshepherd/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/mshepherd/mshepherd/AppData/Local/Microsoft/Windows/mshepherd/AppData/Local/Microsoft/Windows/mshepherd/AppData/mshepherd/AppData/Local/Microsoft/mshepherd/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/ZN3LDDYO/www.cyberdata.net

Cyb e r Data USING CYBERDATA DEVICES ON MICROSOFT TEAMS WITH VODIA

The IP Endpoint Company Doc. 931805A Page 7

2.1 Pre-Requisites for Integrating Vodia and Microsoft Teams

There are several pre-requisites that are required to integrate VVodia and Microsoft Teams. Make
sure all of these are supported before progressing.

Microsoft Teams, Office 365 account.

A domain in Office 365 with FQDN that is owned by the site.

User(s) in Office 365 with at least E3 or E5 license(s) that supports direct routing.
Vodia PBX on premise or hosted with Microsoft Teams integration.

A domain (which is FQDN) in Vodia PBX with a valid certificate.

Capability to create a SIP Trunk.

Assuming all the pre-requisites are met, please follow these steps to setup the connection
between Vodia and Microsoft Teams. This information is taken from the VVodia and Microsoft
Teams Integration Manual. Vodia also has a YouTube video that walks through this whole
process here.

2.1.1 Overview of steps required

These steps are a ‘1000-foot view’ of the steps required to complete the process. These steps will
be defined in more depth in subsequent sections.

Vodia Setup steps
1. Create a domain in the Vodia PBX with an FQDN.
2. Create the Microsoft Teams extensions in the domain created in the prior step.
3. Make a Microsoft Teams trunk in the domain.
4. Create a general use trunk in the domain.

Microsoft Teams Setup Steps
1. Create a domain in the Office 365 account that is linked to Microsoft Teams.

Note: This domain would be the same domain from the Vodia portion of steps.

2. Create users in the domain and assign these users E3, E5 or other licenses that support
“Direct Routing”.
3. Use PowerShell to connect the trunks to the Microsoft Teams Office 365 Account.
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2.2 Vodia Setup Steps

These steps go into detail on how to prepare the VVodia system to integrate with Microsoft Teams
Office 365.

2.2.1 Create Fully Qualified Domain

1. Log into the Vodia system. This system can be cloud hosted OR can be on-premise using
the Vodia IOP.

2. Navigate to the Domain List.

3. Press Create to make a new domain.

4. Create a new FQDN that meets the following requirements.

a. Resolves to the Vodia PBX.

b. Is part of the domain created on the Office 365 account.

c. Has a valid certificate.
Example: “pbx.company.com” where the Office 365 domain is “company.com”
Note: The Vodia system supports Let’s Encrypt that can create a certificate for free
automatically.

2.2.2 Create Extensions
5. Navigate to the domain created in the prior steps by clicking the domain.

Figure 2-1. Current Domains

Current Domains @

This list shows the domains that are currently available on this system. To visit the
domain, click on the domain link. You can edit the domain parameters that are only
available to the system administrator by clicking on the edit button. To download a
backup of the domain, click on the download button. You can use that backup when you
create a new domain. The name "localhost" has a special meaning: it matches all names
that are not assigned to other domains. In order to make a domain available in the
network, you will have to set up DNS records for this domain unless you are just using IP
addresses as the domain name.

Domain Users Extensions Registrations Country Code
I:I pbx.company.com 1 1 0 (0%) 49
W | Delete
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6. Go to the Extensions section under Accounts.

Figure 2-2. Extensions

7. Press Add.

Figure 2-3. Add Extension

Extensions @

o

[ ] Account Name Cell Phone  Email MAC Vmail Status
Delete the selected accounts v + | Add
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8. Enter the extension number.

Figure 2-4. Extension Creation

Create Extension

Account Names [ 123 q/]
First name [ Outdoor J]
Last name [ Intercom J]
Email addresses for extension [ Examp|e_Emai\@Fake,com| ,/]
PIN (TYTY]

PIN (repeat) XYY Y

Cell phone number 617-446-1399

Automatically generate weh

password

Automatically generate SIP m

password

Upload picture | Choose File No. n

D+ Create

Note: This number must be the same number used later in the Microsoft Teams Office 365
section.

9. Press create to finish the extension.
10. Click on the extension to adjust its settings.
11. Under the General tab change the Administrative Usage Restriction to Teams.
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Figure 2-5. Usage Restriction

Extension
General Redirection Mailbox Email Registration Permission
Buttons Provisioning Action URL Customize Graphs
Click here to switch into user-mode.
Administrator only 9
Account number(s):
Extension feature set Teams v

12. Save.
13. Repeat these steps as necessary for all extensions.

CyberData Corporation
3 Justin Court, Monterey, CA 93940
www.cyberdata.net
P 831.373.2601 | F 831.373.4193



../../../../mshepherd/AppData/Local/Microsoft/mshepherd/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/mshepherd/mshepherd/AppData/Local/Microsoft/Windows/mshepherd/AppData/Local/Microsoft/Windows/mshepherd/AppData/mshepherd/AppData/Local/Microsoft/mshepherd/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/ZN3LDDYO/www.cyberdata.net

Cybe r Data USING CYBERDATA DEVICES ON MICROSOFT TEAMS WITH VODIA

Doc. 931805A Page 12

The IP Endpoint Company

2.2.3 Create a Trunk on Vodia PBX

14. Navigate to the domain “pbx.company.com” that was created earlier.
15. Go to Trunks and then SIP Trunks.

Figure 2-6. SIP Trunks

pbx.company.com

[ o]

16. Press Add.
17. Set the provider to “Teams”.

Figure 2-7. Microsoft Teams SIP Trunk

Create service provider trunk (SIP trunks)

Provider @ Teams v
Name Teams
User name (for registration) Teams Trunk
password L.
DID 123456789

4+ | Create
—
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18. Set a name for the trunk, for example “Teams Trunk”.

19. Press Create.

20. Press Add again to make another trunk. This trunk will use a Trunk any other trunk
provider.

Note: This will require a Trunk from a trunk provider of the reader s choice.

21. Configure the second trunk as recommended by the Trunk provider. This trunk is used
for incoming and outgoing calls.

2.3 Microsoft Teams Office 365 Setup
These steps will walk through the setup process required on Office 365 and Microsoft Teams.

2.3.1 Create a domain in Office 365

Open a browser and log into the Office 365 Admin account.
From the Microsoft 365 Admin Center press Setup then View.
Click “Get your custom domain set up” and then Manage.
Choose the company domain name. Example “company.com”

PoONE

Note: This domain must be owned by the site.

5. Use one of the steps to verify that the domain is owned by the site.

2.3.2 Create users in the domain
6. From the Microsoft 365 Admin Center go to Users and then Active Users.

7. Click Add a User.
8. Set the names of the users and give a unique username that is used for the email.

Note: Make sure to sure the domain created in section 3.3.1.
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2.3.2 Use PowerShell to connect to Office 365

This section outlines how to connect to Office 365 using PowerShell which is essential for the
final steps of the process. These steps are taken from the “Manage Skype for Business Online
with PowerShell” knowledgebase article.

9. Open Windows PowerShell.
10. Run the following commands

Import-Module SkypeOnlineConnector

$userCredential = Get-Credential

$sfbSession = New-CsOnlineSession -Credential $userCredential
Import-PSSession $sfbSession

11. In the Windows PowerShell Credential Request box type the Skype for Business Online

administrator account name and password.
12. Click OK.

2.3.3 Create a PSTN Gateway to connect to the Vodia PBX

Using the PowerShell connection to Skype for Business a gateway will need to be created. To
confirm the right account is being used run the following command in PowerShell.

Get-Command *onlinePSTNGateway*

The command will return four functions that allow management of the SBC.

Command Type | Name Version Source

Function Get-CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt
Function New-CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt
Function Remove-CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt
Function Set-CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt

After confirming the correct account is selected, the gateway will need to be created. To create
the gateway run the following command replacing “pbx.company.com” with the FQDN created
on the Vodia PBX with a valid certificate.

New-CsOnlinePSTNGateway -ldentity pbx.company.com -Enabled $true -SipSignallingPort
5061 -MaxConcurrentSessions 100
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The command once entered will return this information.

Identity pbx.company.com
FQDN pbx.company.com
SipSignallingPort 5061
FailoverTimeSeconds 10
ForwardCallHistory False

ForwardPai False
SendSipOptions True
MaxConcurrentSessions 100

Enabled True

The parameters of the gateway can be verified with the command:
Get-CsOnlinePSTNGateway -ldentity pbx.company.com

Which provides the following information:

Identity pbx.company.com

FQDN pbx.company.com
SipSignallingPort 5061

CodecPriority SILKWB,SILKNB,PCMU,PCMA
ExcludedCodecs

FailoverTimeSeconds 10

ForwardCallHistory False

ForwardPai False

2.3.4 Enabling Direct Routing

The next step after creating the PSTN Gateway is to enable direct routing. Direct Routing is
required on Microsoft Teams to allow calls from teams to the VVodia system and vice versa.

Use this command to enable direct routing on the individual user.
Note: This must be done on ALL users that require direct routing.

Set-CsUser -ldentity “John Smith” -OnPremLineURI tel:4002 -EnterpriseVVoiceEnabled $true -
HostedVoiceMail $true

In this example command “John Smith” is the name of the targeted user. “-OnPremLine URI
tel:4002 is an example of an extension number that will be used. This number should match the
one used on the VVodia system. For this example, a four-digit number was used but it can be less
digits or even a full E.164 number if necessary.

At this point it should be possible to call from Vodia to Microsoft Teams but not Teams to
Vodia.
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2.3.5 Configure Voice Routing for Outgoing calls to the Vodia System
These next steps will create rules for when calls should use the PSTN Gateway used before to

send calls to the Vodia PBX. The rules can be either a called number patter or a called number
pattern and a specific user that makes the call.

Call Routing involves four factors:

- Online PSTN Gateway: Microsoft Teams and the SBC/PBX are connected via the
gateway.

- Voice Route: Utilizes Online PSTN Gateways where the calling number matches a
pattern

- PSTN Usage: Combines Voice route and other PSTN usages. Allows for different voice
routing polices.

- Voice Routing Policies: Uses PSTN Usages. Can be assigned to multiple users.

To summarize the flow:
User - Voice Routing Policy - PSTN Usage - Voice Route > PSTN Gateway

For this example, the user is a PBX extension of Vodia, so the calls should first go there and
Vodia can route the calls accordingly. There are other ways to handle this flow, but for this guide
everything will be routed through Vodia.
Example Flow:
User: John Smith = Policyl (Voice Policy) - Usagel (PSTN Usage) = pbx.company.com
(PSTN Gateway)

1. Create the usage with the following PowerShell Command
Set-CsOnlinePstnUsage -Identity Global -Usage @ {Add="Usagel”’}

2. Check for available usages with this command.

Get-CSOnlinePSTNUsage

3. Create the route with the Vodia PSTN Gateway and the usage created in step 1 of this
section.

New-CsOnlineVoiceRoute -Identity “Routel” -NumberPattern “\+(\d{4})|*(\d{4})” -
OnlinePstnGatewayL.ist pbx.company.com -Priority

4. Create the voice policy with the usage from step 1.

New-CsOnlineVoiceRoutingPolicy “Policy1” -OnlinePstnUsages “Usagel”

CyberData Corporation
3 Justin Court, Monterey, CA 93940
www.cyberdata.net
P 831.373.2601 | F 831.373.4193
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5. Allow usage of the Policies to all necessary users with the following command.
Grant-CsOnlineVoiceRoutingPolicy -Identity “John Smith” -PolicyName “Policy1”

The Microsoft Teams and Vodia integration should now be complete. Our example John Smith
can send and receive calls made using the Vodia PBX.
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3.0 Registering a CyberData Device to the Vodia PBX

This section will outline how to register a CyberData device with the Vodia system. This section
will assume that VVodia and Microsoft Teams integration is complete.

1. Log into the web interface of the CyberData Device.
2. Navigate to the SIP Tab.

Figure 3-1. Home Tab

Home Device

Current Status

Serial Number:
Mac Address:
Firmware Version:
Partition 2:
Partition 3:
Booting From:

Boot From Other Partition

IP Addressing:
IP Address:
Subnet Mask:
Default Gateway:
DNS Server 1:
DNS Server 2:

SIP Volume:
Multicast Volume:
Ring Volume:
Sensor Volume:
Push to Talk Volume:
Microphone Gain:

SIP Mode:
Multicast Mode:
Event Reporting:
Nightringer:

Primary SIP Server:
Backup Server 1:
Backup Server 2:
Nightringer Server:

Push to Talk Microphone Gain:

Network SIP

SSL Multicast Sensor

Events DSR Autoprov

CyberData Intercom

186201657
00:20:f7:04:41:31
v20.2.1

v20.2.1

v20.2.1

partition 3

DHCP
192.168.1.8
255.255.255.0
192.168.1.1
192.168.1.1

4
4
4
4
4
4
4

Enabled
Disabled
Disabled
Disabled

Registered

Not registered
Not registered
Not registered

Admin Settings

Import Settings

Username: admin

Password:

Confirm Password: s+

‘ Choose File |No file chosen

Import Config

Export Settings

Export Config

Firmware

3. Set the Primary SIP Server field to the FQDN of the domain configured on the Vodia

PBX.

No ok

CyberData Corporation
3 Justin Court, Monterey, CA 93940
www.cyberdata.net
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Set the Primary SIP User ID to the account number of the user.
Set the Primary SIP Auth Id to the account number of the user.
Set the Primary SIP Auth Password to the value listed in the extension profile on Vodia.
Set the RTP port to 49152.
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Primary SIP Auth Password:

Re-registration Interval (in seconds):

Backup SIP Server 1:
Backup SIP User ID:
Backup SIP Auth ID:
Backup SIP Auth Passweord:

Re-registration Interval (in seconds):

Backup SIP Server 2:
Backup SIP User ID:
Backup SIP Auth ID:
Backup SIP Auth Password:

Re-registration Interval (in seconds):

Remote SIP Port:
Local SIP Port:

SIP Transport Protocol:
TLS Version:
Verify Server Certificate:

Outbound Proxy:
Outbound Proxy Port:

Use Cisco SRST.
Disable rport Discovery:
Unregister on Boot:
Keep Alive Period:

DSR Autoprov Firmware

Home Device Network SIP SSL Multicast Sensor Audiofiles Events
SIP Settings Nightringer Settings
Enable SIP operation: SIP Server:

Register with a SIP Server: SIP User ID:
Primary SIP Server: pbx.company.com SIP Auth ID:
Primary SIP User ID: 123 SIP Auth Password:
Primary SIP Auth ID: 123

Re-registration Interval (in seconds):

Dial Out Settings

Dial out Extension: ‘204

360

Extension ID: 4204
Send Multicast Audio:_|
Multicast Address: 224555
Multicast Port: 5050
Repeat Message: 1

Call Disconnection

360

Terminate Call after delay:@

5060

Audio Codec Selection

5060

1.2 only (recommended)

Codec:| Auto Select v

RTP Settings

‘ RTP Port (even): 49152

(o] |

‘ Jitter Buffer: 50

10000

RTP Encryption (sSRTP):| Disabled

Note: The Vodia system supports all SIP Transport protocols so choose a protocol based on the
requirements of your network. Any transport will work.

When using UDP or TCP keep the remote SIP port set to 5060.

If using TLS set the Remote SIP Port to 5061.
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4.0 Contact CyberData Corporation

Sales

For sales-related questions, please visit our Contact CyberData Sales web page for more
information.

Technical Support

For CyberData Technical Support, please submit a Contact CyberData VVoIP Technical Support
form on our website.

The CyberData VoIP Technical Support Contact form initiates a troubleshooting ticket which
CyberData uses for quality assurance purposes.

Additionally, the Contact VVoIP Tech Support form tells us which phone system you are using,
the make and model of the network switch, and other essential troubleshooting information we
need to efficiently assist with a resolution. Please also include as much detail as possible in the
Describe Problem section of the form. Your installation is extremely important to us.

Documentation Feedback

We realize changes to the software or hardware of the solution may render this document
obsolete. We welcome and encourage documentation feedback to ensure continued
applicability.
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